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1.0 Linux Web Server 
« They are more choices on Linux that on Windows to serve Web pages. • The Apache HTTP Server 

(apache) is a free and open-source crossplatform web server software, released under the terms of 

Apache License 2.0. Apache is developed and maintained by an open community of developers under 

the auspices of the Apache Software Foundation. • Nginx is a web server that can also be used as a 

reverse proxy, load balancer, mail proxy and HTTP cache. The software was created by Igor Sysoev 

and publicly released in 2004. Nginx is free and open-source software, released under the terms of 

the 2-clause BSD license. A large fraction of web servers use NGINX, often as a load balancer. As of 

January 2021, Netcraft estimated that Apache served 24.63% of the million busiest websites, while 

Nginx served 23.21% and Microsoft is in third place at 6.85%. » 

1.1 Install 
We will install nginx. For this we will use the command: sudo dnf install nginx 

 

 

  



we will start nginx with the command: sudo systemctl start nginx 

To check if we have activated it, we use the command: sudo systemctl status nginx 

 

The firewall-cmd --add-service=http command adds the HTTP service to the list of services allowed by 

the system firewall. This means that the firewall will allow incoming connections to the HTTP service 

on the server.

 

  



1.2 Create site on :80 
 

To modify my index.html file, we enter the following command: 

nano/usr/share/nginx/html/index.html 

 

 

 

 

We modify the file including the text.  



To be able to access our site through our IP address, we must enter the following command: ifconfig  



1.3 Create a site on :8080 
 

To start, I duplicated the HTML file with the command: cp -r file copyNameFile 

 

Then I went to the nginx server configuration file and changed the port 80 to port 8080. I also 

changed the name of the folder in the root.  



 

 

 

 

 

 

 

 

 

 

 

 

 

2. From your workstation, test the availability of your site with putty and/or a browser, capturing or 

not with Wireshark.  



2.0 Authenticated access (optional) 
 

To protect a folder from its contents. You must perform the following steps. First, create a 

configuration file in the "nginx" configuration directory: 

 

Then we will enter the data and the path to the hidden file ".htpasswd" which will contain sensitive 

data: 

 

Using online tools, we can encrypt the password by adding these lines of code. I chose to use the 

SHA-1 hash function for this 

 

Pour terminer, nous devons apporter une modification à la configuration du serveur nginx afin de 

créer une route qui mène à un dossier protégé. 

 

  



And add these lines for the 'secure' route 

 

Then we need to restart the nginx service to consider the changes 

 

To make these changes, we will have to navigate to the root of the web application and add a new 

folder named "secure". Then we will copy the file "index.html" into this folder and change the title 

tag to HTML. 

 

  



I changed the title of the page, so you can see the change 

 

 

 

We can use this step to check if the route is protected. 

 

  



We have secured a file 

 


