Server Linux




1.0 Linux Web Server

« They are more choices on Linux that on Windows to serve Web pages. ® The Apache HTTP Server
(apache) is a free and open-source crossplatform web server software, released under the terms of
Apache License 2.0. Apache is developed and maintained by an open community of developers under
the auspices of the Apache Software Foundation. e Nginx is a web server that can also be used as a
reverse proxy, load balancer, mail proxy and HTTP cache. The software was created by Igor Sysoev
and publicly released in 2004. Nginx is free and open-source software, released under the terms of
the 2-clause BSD license. A large fraction of web servers use NGINX, often as a load balancer. As of
January 2021, Netcraft estimated that Apache served 24.63% of the million busiest websites, while
Nginx served 23.21% and Microsoft is in third place at 6.85%. »

1.1 Install

We will install nginx. For this we will use the command: sudo dnf install nginx

[root@localhost htmll#t dnf install nginxs

Derniére werif ication de 1’expiration des métadomnées effectute il y a 1:82:58 le mer 14 déc 2822 14
:@B:19.

Aucune correspondance pour le paramétre: nginxs

rreur : Impossible de trouver une correspondance: nginxs

[rootPlocalhost himll# systemctl start nginx

[root@localhost htmll# _




we will start nginx with the command: sudo systemctl start nginx

To check if we have activated it, we use the command: sudo systemctl status nginx

[root@localhost htmll# dof install nginxs
Derniére vérification de 1'expiration des métadonnées effectuée il y a 1:82:58 le mer 14 déc 2822 14
:B8:19.
Aucune correspondance pour le paramétre: nginxs
Erreur : Impossible de trouver une correspondance: nginxs
[root@localhost htmll# systemctl start nginx
[root@localhost htmll# systemctl status nginx
s nginx.service - The nginx HTTP and reverse proxy server
Loaded: loaded (rusrrslibrssystemd-/systems nginx.service: enabled: preset:
Active: active (rumning) since Wed 2822-12-14 14:82:16 CET: 1h 18min ago
Main PID: 1167 (nginx)
Tasks: 5 (limit: 2318)
Memory: 4.7M
CPU: 57ms
CGroup: rsystem.slicesnginx.service
1167 "nginx: master process cusr-sbinsnginx"
1168 "nginx: worker process"”
1169 "nginx: worker process"”
1178 "nginx: worker process"
1171 "nginx: worker process"

14 14:82:16 localhost.localdomain systemd[11: Starting nginx.service - The nginx HTTP and reverp

14 14:82:16 localhost.localdomain nginx[11641: nginx: the configuration file retc/nginxe nginx.chy

14 14:82:16 localhost.localdomain nginx[11641: nginx: configuration file retcsnginx-nginx.conf §

14 14:82:16 localhost.localdomain systemd[11: Started nginx.service - The nginx HTTP and reversy
lines 1-18-18 (END)

The firewall-cmd --add-service=http command adds the HTTP service to the list of services allowed by
the system firewall. This means that the firewall will allow incoming connections to the HTTP service
on the server.

[rootBlocalhost htmll# firewall-cmd --add-service=http
rning: ALREADY_ENABLED: 'http' already in 'FedoraServer'
lsuCCcess

[root@localhost htmll# firewall-cmd --add-service=https
rning: ALREADY_EMABLED: 'https' already in 'FedoraServer'

lsuccess

[root@localhost htmlls _




1.2 Create site on :80

To modify my index.html file, we enter the following command:
nano/usr/share/nginx/html/index.html

[rootl@pc-315 himl1# nano ~usrssharesngin</htmlsindex.html_

We modify the file including the text.

GNU nano 6.4 index.html
.col-sm-12 {
width: 188
¥
hi {
padding: B timportant:

Bienvenue Zotrim Uka

Nous changeons le contenu de la page internet.

If you are a member of the general public:

The website you just visited is either experiencing
problems or undergoing routine maintenance

To let the administrators of this website know that you are
seeing this page and not what you were expecting, an e-mail
addressed to at the website's domain should reach
an appropriate person. For example, if you saw this page while visiting

[root@localhost htmlI# nano index.html




To be able to access our site through our IP address, we must enter the following command: ifconfig

Main PID: 1167 (nginx)
Tasks: 5 (limit: 2318)
Memory: 4.7M
CPU: S57ms

CGroup: rsystem.slicesnginx.service
1167 "nginx: master process -susr-ssbhinsnginx”
1168 “"nginx: worker process"
1169 “"nginx: worker process"
1178 "nginx: worker process"
1171 “nginx: worker process"

14 14:82:16 localhost.localdomain systemd[1]1: Starting nginx.service - The nginx HTTP and reverpy
14 14:82:16 localhost.localdomain nginx[11641: wnginx: the configuration file setc/nginx nginx.cl
14 14:82:16 localhost.localdomain nginx[11641: wginx: configuration file setc ngin< nginx.conf K
14 14:82:16 localhost.localdomain systemd[1]: Started nginx.service - The nginx HTTP and revershy

[root@localhost htmll#t systemctl enable nginx.service
[root@localhost htmll#t ifconfig
enpls3: f lags=4163<UFP,BROADCAST, RUNNING,MULTICAST> mtu 156868
inet 18.93.2.168 netmask 255.255.8.8 broadcast 18.93.255.255
inetb feBB::aBB:Z27ff :felf :5bBZ prefixlen 64 scopeid BxZB<1ink>
ether B8:88:27:1f :5b:BZ2 txqueuelen 1888 (Ethernet)
RX packets 6632 bytes 7866585 (7.5 MiB)
RX errors B dropped B overruns B frame B
TX packets 2318 bytes 689654 (673.4 KiB)
TX errors B dropped B overruns B carrier 8 collisions B

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.68.8.8
ineté ::1 prefixlen 128 scopeid Bx18<host>
loop txqueuelen 1888 (Boucle locale)
RX packets 8 bytes 8 (B.8 B)
RX errors B dropped B overruns B frame B
TX packets B8 bytes 8 (8.8 B)
TX errors B dropped B overruns B carrier 8 collisions B

[root@localhost htmll# _

1093.2.168

Bienvenue Zotrim Uka

Nous changeons le contenu de la page internet.

If you are a member of the general public: If you are the website administrator:

The website you just visited is either experiencing problems or You may now add content to the webroot directory. Note that until
undergoing routine maintenance. you do so, people visiting your website will see this page, and not

your content.
To let the administrators of this website know that you are seeing this
addressed to

For systems using Apache Webserver: You may now add content
to the directory /var/ww/htal/. Note that until you do so, people
person. For example, If you saw this page while visiting visiting your website will see this page, and not your content. To
www.example.com, you could send e-mail to prevent this page from ever being used, follow the instructions in the
“webmaster@example.com". file /etc/httpd/cont .d/welcome. conf.

Fedora is a distribution of Linux, a popular computer operating For systems using Nginx: You should now put your content in a
system. It is commonly used by hosting companies because it is free, location of your choice and edit the reot configuration directive in the
and includes free web server software. This "test page” is shown nginx configuration file /etc/nginx/nginx.conf.

instead of the expected website if they do not set up their web server

correctly. For systems using Caddy: You should now put your content in a
location of your choice and edit the root configuration directive in the

Accordingly, please keep these facts in mind: Caddy configuration file /etc/caddy/Caddyfile.

« Neither the Fedora Project or Red Hat has any afflliation with ﬁ




1.3 Create a site on :8080

To start, | duplicated the HTML file with the command: cp -r file copyNameFile

[root@pc-315 nginx1# cp -r html himlPortBA68_

Then | went to the nginx server configuration file and changed the port 80 to port 8080. | also
changed the name of the folder in the root.

GNU nano 6.4 setesnginx nginx. conf
default_type application/octet-stream:

include setconginx conf .des=.conf:

server {
listen Gaoa;
listen [::1:88;
SErVEr_name _
root ~usrrsshare-ng inx-htm1B8680 ;

include setconginxsdefault.ds=.conf:
error_page 484 -484.html:

location = ~484.html {
¥

error_page DHH SHZ 503 5H4 ~5@x.html:
location = /58x.html {
¥

[rootBpc-315 etcl# nano setc nginm</nginx.conf_



192.168.1.184

Bienvenue Zotrim Uka sur le port 8080

Nous sommes sur le port 8080

If you are a member of the general publi

The website you just visited is either experiencing problems or
undergoing routine maintenance.

To let the administrators of this website know that you are seeing this
page and not what you were expecting, an e-mail addressed to
“webmaster" at the website's domain should reach an appropriate
person. For example, if you saw this page while visiting
www.example.com, you could send e-mail to
“webmaster@example.com”.

Fedora is a distribution of Linux, a popular computer operating
system. It is commonly used by hosting companies because it is free,
and includes free web server software. This "test page" is shown
Instead of the expected website If they do not set up their web server
correctly.

Accordingly, piease keep these facts in mind:

«+ Neither the Fedora Project or Red Hat has any affiliation with
any website or content hosted from this server (unless
otherwise explicitly stated).

«+ Neither the Fedora Project or Red Hat has "hacked" this
webserver: this test page is an included component of the
Fedora webserver software.

If you are the website administrator:

For systems using Apache Webserver: You may now add content
to the directory /var/wm/htm1/. Note that until you do so, peopie
visiting your website will see this page, and not your content. To
prevent this page from ever being used, follow the instructions in the
file /ete/httpd/cont .d/welcome. cont.

For systems using Nginx: You should now put your content in a
location of your choice and edit the root configuration directive in the
nginx configuration file /etc/nginx/nginx. conf.

For systems using Caddy: You should now put your content in a
location of your choice and edit the root configuration directive in the
Caddy configuration file /etc/caddy/Caddyfile.

2. From your workstation, test the availability of your site with putty and/or a browser, capturing or
not with Wireshark.

A wiR o X
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR 0 =ERE QesEFE =44
ly & displey fler _ <Ct =
™
922 4.070534 Broadcast ARP 52 Who has 192.168.1.1687 Tell 192.168.1.1 |
1454 4.375709 Broadcast ARP 52 Who has 192.168.1.168? Tell 192.168.1.1
TIT5 20-22T5 oL oS ST STANaNTT qUETY UXTI0Z K W EO0ETE . COR

6317 20.442003
6318 20.449113
6310 20.449113

2a02:1210:6e7b:9100.. 2202:1210:6e7b:9100.. DNS
2202:1210:6e7b:9100.. 2202:1210:6e7b:9100.. DNS
2202:1210:6e7b:9100_. 2202:1210:6e7b:9100.. DNS

94 Standard query Ox8f24 AAM . google.com
110 Standard query response x1462 A www.google.com A 172.217.168.68
122 Standard query response 0x8f24 AMA www.google.com AMA 2a00:1450:400a:803: :2004

—
39 0.176130 :1210:667b:9100.. 2a02:1210:6e7b:9100.. TCHPVE 86 Neighbor Solicitation for 2a02:1210:6e7b:9100:6fa2:8f2b:8815:a13 from 18:31:bf:93:82:66
40 0.176207 :1210:6e7b:9100.. 2202:1210:6e7b:9100.. ICHPVE 86 Neighbor Advertisement 2202:1210:6e7b:9100:6fa2:872b:8815:a13 (s0l, ovr) is at 4c:03:4f:e3:63:bd

4924 10.345547 :1210:6e7b:9100.. 2202:1210:6e7b:9100.. ICHPVE 86 Neighbor Solicitation for 2202:1210:6e7b:9100:33b0:84 16 from 4c:03:4f:e3:63:bd

4928 10.350004 :1210:667b:9100.. 2202:1210:667b:9100.. ICHPV6 86 Neighbor Advertisement 2002:1210:6e7b:9100:33b0:847d:bed2:9F16 (sol, ovr) is at 18:31:bf:93:82:66

5373 15.178175 3 2202:12: .. ICMPVE 86 Neighbor Solicitation for 2202:1210:6e7b:9100:d034:4ba3:7132:7257 from 18:31:bf:9: 166

5374 15.178254 210:667b:9100... 2262:1210:6e7b:9100.. ICHPVG 86 Neighbor Advertisement 2a62:1210:6e7b:9100:d034:4ba3:7132:7257 (sol, ovr) is at 4c:03:4f:e3:63:bd

5576 16.356456 2b5:49FF : fed. ff02::1 ICMPvE 86 Neighbor ici i for 2a02:1. 2:fcc2:£1d7:c608 from a@:b5:49:43:a2:f0

5790 17.893684 2b5:49: fed.. £40: ICWPv6 118 Echo (ping) request id=0x3703, seq=0, hop limit=255 (multicast)

5792 17.894650 200:27FF: felf.. fe80::a2b5:49FF:fed.. ICWPV6 118 Echo (ping) reply id=0x3703, seq=0, hop limit-64

6096 19.846053 :1210:667b:9100.. 2a02:1210:6e7b:9100.. ICHPVE 86 Neighbor Solicitation for 2a02:1 3966:2565:ef79:4438 from 4c:03:4f:e3:63:bd

6100 19.849005 210:667b:9100.. 2202:1210:667b:9100... ICHPVE 86 Neighbor Advertisement 2202:1210:6e7b:9100:3966:2565:e£79:4438 (sol, ovr) is at 18:31:bf:93:82:66

8161 20.881692 2b5:49Ff : fed.. 2a02:1210:6e7b:9100.. ICHPVE 86 Neighbor Solicitation for 2a02:1210:6e7b: 4ba3:7132:7257 from :b5:49:43:a2:

8162 20.881753 :1210:667b:9100... fe80::a2b5:49Ff: fed.. ICHPVE 86 Neighbor Advertisement 2a02:1210:6e7b:9100:d034:4ba3:7132:7257 (sol, ovr) is at 4c:03:4f:e3:63:bd
v Frame 1454: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) ¢ | 0000 Ff ff ff a0 b5 49 43 a2 f0 08 06 60 01 |[BN c

Section number: 9910 @8 00 06 04 00 01 a@ b5 49 43 a2 f0 c@ a8 @1 01 Ic

v Interface id: @ (\Device\NPF_{5BB92229-4F31-47A9-9932-FBABS50024A78}) 00 00 00 00 00 00 <0 a8 01 a8 00 00 00 00 00 00
Interface name: \Devi _(58B92229-4F31-47A9-9932 90 00 00 00
Interface description: Wi-Fi

Encapsulation type: Ethernet (1)

Arrival Time: Dec 18, 2622 19:23:59.065195000 Europe de 1’Ouest

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1671387839.065195000 seconds

[Time delta from previous captured frame: 8.001260000 seconds]

[Time delta from previous displayed frame: .001266000 seconds]

[Time since reference or first frame: 4.375709000 seconds)

Frame Number: 1454

Frame Length: 52 bytes (416 bits)

Capture Length: 52 bytes (416 bits)

[Frame is marked: False]
@ 7 wireshark Wr-FI6302W1.pcapng Packets: 13829 * Displayed: 13829 (100.0%) * Dropped: 0 (0.0%) Profile: Defaut



2.0 Authenticated access (optional)

To protect a folder from its contents. You must perform the following steps. First, create a
configuration file in the "nginx" configuration directory:

[root@localhost “1# nano ~etc/nginxsauth.conf_

Then we will enter the data and the path to the hidden file ".htpasswd" which will contain sensitive
data:

GHU nano 6.4 setecsnginxsauth .conf Modif ié
uth_basic "Restricted Cowtent:

uth_basic_user file setc/nginxs . htpasswd

Using online tools, we can encrypt the password by adding these lines of code. | chose to use the
SHA-1 hash function for this

GNU mnano 6.4 setc/nginx/  htpasswd Modif ié

root : {SHAT+GWN i 00x I BA7LOOMOL lwzrdwic=

Pour terminer, nous devons apporter une modification a la configuration du serveur nginx afin de
créer une route qui méne a un dossier protégé.

[root@localhost “1# nano ~etcongimenginx.conf_




And add these lines for the 'secure' route

GNU nano 6.4 setc ng inxsnginx.conf Modif ié

include ~etconginx-conf.d/=.conf:

server i
listen 8680;
listen [::]1:86888:
SErVEr_Name _;
root susrssharesng inx-html8688 ;

include rsetconginxsdefault.ds=.conf:

error_page 484 ~484 . html:
location = ~484 .html {
b

error_page DHA SBZ 583 584 ~5@x.html:
location = /58x.html {

¥

location ssecure{

include ~etcsnginc auth.conf;_

i il Ecrire il Chercher §§J Couper i} Exécuter {8 Emplacement Amnuler
{ Quitter Lire fich. Remplacer Coller Justifier g Aller ligne Refaire

Then we need to restart the nginx service to consider the changes

[root@localhost ™1# systemctl restart wyinx.service_

To make these changes, we will have to navigate to the root of the web application and add a new
folder named "secure". Then we will copy the file "index.html" into this folder and change the title
tag to HTML.

[rootPlocalhost “1# cd ~usrssharesnginx html._

iroot@localhost html 1t mkdir secure

[root@localhost himl1l# cp index.html secure/index.html



| changed the title of the page, so you can see the change

GNU mnano 6.4 index.html Modif ié
¥
.col-sm-12 {
width: 188::
¥
hi {
padding: B fimportant:

Bienvenue Zotrim Uka site sécurisé - Secure directory

Nous sommes sur le port 858

If you are a member of the general public:

Neither the Fedora Project or Red Hat has any
affiliation with any website or content hosted from this
server (unless otherwise explicitly stated).

Neither the Fedora Project or Red Hat has

i ] Ecrire if Chercher @i Couper i} Exécuter @8 Emplacement Amnu ler
{ Quitter Lire fich. Remplacer Coller il Justifier Jgg Aller ligne Refaire

We can use this step to check if the route is protected.

M & 192.168.1.195:8080/secure/ .+
& C ©® 1921681195

Se connecter pour accéder 3 ce site

Autorisation requise par http://192.168.1.195:8080
Votre connexion  ce site n'est pas sécurisée

Mot de passe




We have secured a file

192.168.1.195

Bienvenue Zotrim Uka sur le dossier sécurisé :)

Nous sommes sur le port 8080

If you are a member of the general public:

The website you just visited is either experiencing problems or
undergoing routine maintenance.

To let the administrators of this website know that you are seeing
this page and not what you were expecting, an e-mail addressed to
"webmaster" at the website's domain should reach an appropriate
person. For example, if you saw this page while visiting
www.example.com, you could send e-mail to
"webmaster@example.com”.

Fedora is a distribution of Linux, a popular computer operating
system. It is commonly used by hosting companies because it is
free, and Inciudes free web server software. This "test page® is
shown Instead of the expected website if they do not set up their
web server correctly.

Accordingly, please keep these facts in mind:

« Neither the Fedora Project or Red Hat has any affiliation with
any website or content hosted from this server (unless
otherwise explicitly stated).

« Neither the Fedora Project or Red Hat has "hacked" this
webserver: this test page is an included component of the
Fedora webserver software.

If you are the website administrator:

For systems using Apache Webserver: You may now add
content to the directory . Note that until you do so, people visiting
your website will see this page, and not your content. To prevent
this page from ever being used, follow the Instructions in the file

J/var/wei/html/ [etc/httpd/conf . d/welcome . conf

For systems using Nginx: You should now put your content in a
location of your choice and edit the configuration directive in the
nginx configuration file .root/etc/nginx/nginx.conf

For systems using Caddy: You should now put your content in a

location of your choice and edit the root configuration directive in
the Caddy configuration file . /etc/caddy/Caddyfile

PS[ Powered by Fedora] M




